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Abstract of the contribution: This contribution proposes a solution for Key Issue 14 of TR 23.724 to support multiple QoS flows for Unstructured PDU Sessions. This proposal can also be extended for filtering capabilities of structured PDU sessions.
1.	Discussion
The addition of unstructured PDU session into 5GS bodes well for IoT devices, but the existing limitation of not being able to support more than one 5G QoS hampers the ability to service traffic that need differing QoS characteristics. In addition, the unstructured PDU sessions do not stand to gain from reflective QoS that has been defined for IP and Ethernet type traffic. 
One of the fundamental challenges with respect to unstructured PDU is the ability to define filters that can be used to perform packet classification. This proposal aims to address this challenge. The other aspects of QoS support for unstructured PDU session (QoS profile for RAN, etc.) can be borrowed directly from the IP/Ethernet counterpart.
While the main motivation of this proposal is to be able to support QoS (explicit as well as reflective) flows on unstructured PDU, the proposal can also be extended for IP and Ethernet traffic. Use cases that emerge using newer transport (example: QUIC) warrant extensibility to the filtering mechanism. Expanding the existing filter definitions to meet individual use cases that arise in the future does not lend well to scalability. By defining the filters for unstructured PDU session, the IP/Ethernet counterparts become immune to changes due to new use cases.

2.	Proposal
It is proposed to add the following changes to support multiple QoS flows and reflective QoS for unstructured PDU Sessions in TR 23.724.
[bookmark: _Toc473190644][bookmark: _Toc505067945]* * * First Change * * *
[bookmark: _Toc513028698]6.18	Solution 18: QoS control for unstructured PDU sessions
[bookmark: _Toc513028699]6.18.1	Introduction
This solution addresses Key Issue #14, QoS Support for NB-IoT by introducing a mechanism to to differentiate traffic flows within a single unstructured PDU session.
[bookmark: _Toc513028700]6.18.2	Functional Description
[bookmark: _Toc513028701]6.18.2.1	QoS Flow mapping for unstructured PDU Session
Similar to the QoS model defined in TS 23.501 [5], the SMF performs the binding of Service Data Flows (SDFs) to QoS Flows based on the QoS and service requirements (e.g. the received PCC rules). The SMF assigns the QFI for a new QoS Flow and derives its QoS profile from the information provided by the PCF. When applicable, the SMF provides the QFI together with the QoS profile to the (R)AN. The SMF provides the SDF template, i.e. Field Position based Packet Filter (see clause 6.18.2.2) associated with the SDF received from the PCF) together with the SDF template precedence value included in the PCC rule , the QoS related information, and the corresponding packet marking information, i.e. the QFI to UPF. For each SDF, when applicable, the SMF generates a QoS rule. Each of these QoS rules contain the QoS rule identifier, the QFI of the QoS Flow, the Field Position based Packet Filter of the UL part of the SDF template, optionally the Field Position based Packet Filter for the DL part of the SDF template, and the QoS rule precedence value set to the precedence value of the PCC rule from which the QoS rule is generated. The QoS rules are then provided to the UE.
The principle for classification and marking of User Plane traffic and mapping of QoS Flows to AN resources is illustrated in Figure 6.18.2.1-1.
[image: ]
Figure 6.18.2.1-1: Principle for classification and User Plane marking for QoS Flows and mapping to AN Resources for Unstructured PDU Session
In DL, incoming data packets are classified by the UPF based on SDF templates according to the precedence of the PCC rule authorizing the service data flow, (without initiating additional N4 signalling). The UPF conveys the classification of the User Plane traffic belonging to a QoS Flow through an N3 (and N9) User Plane marking using a QFI. The AN binds QoS Flows to AN resources (i.e. Data Radio Bearers of in case of 3GPP RAN). For PDU Session types used by NB-IoT (i.e., IPv6, IPv4, and Unstructured), dedicated bearers are not supported in NB-IoT, so multiple QoS Flows can be band to one AN resource. It is up to the AN to establish they AN resources that QoS Flows can be mapped to, and to release it.
If no match is found and all QoS Flows are related with a DL Field Position based Packet Filter, the UPF shall discard the DL data packet.
In UL, the UE evaluates UL packets against the Packet Filter in the QoS rules for Unstructured PDU Session based on the precedence value of QoS rules in increasing order until a matching QoS rule (i.e. whose packet filter matches the UL packet) is found. The UE uses the QFI in the corresponding matching QoS rule to bind the UL packet to a QoS Flow. The UE then binds QoS Flows to AN resources.
If no match is found and the default QoS rule contains an UL Packet Filter, the UE shall discard the UL data packet.
[bookmark: _Toc513028702]6.18.2.2	QoS Rule for Unstructured PDU Session
The QoS rule for Structured PDU Session contains the following parameters:
-	Field position based Packet Filters (as defined in subclause 6.18.2.3);
-	QFI;
-	Precedence value.
[bookmark: _Toc513028703]The QoS rules for unstructured PDU sessions are the extension of the QoS rules used for structured PDU sessions. A generic filtering component type is defined that can fit into the existing QoS rules as defined by Section 9.8.4.9 of TS 24.501 [10].
The packet filter content is made of a variable number of packet filter components. Each packet filter component has a type followed by a value. Section 9.8.4.9 of TS 24.501 dictates that each filter component type can appear in a filter only once.
In order to extend the filtering capability, a new component type "Generic filter type" is added to the list of supported components. In addition, the Generic filter type component is exempt from the rule to appear only once in a filter. The generic filter component type can be realized using the field position based packet filter or any variation thereof.
To construct a filter that matches more than one field in the packet, multiple such Generic filter components are used in a manner similar to the other components. In addition, this Generic filter component can also be used along with other pre-defined filter components.
6.18.2.2.1	Achieving Reflective QoS
Reflective QoS for IP and Ethernet traffic is enabled by setting rules for the UE to construct an uplink filtering rule from the downlink packet. These rules only support UDP/TCP/ESP as the upper layer protocols for IP type traffic. 
In order to achieve reflective QoS for any traffic type, including unstructured PDU sessions, the following procedures are defined:
· Install QoS rules with filter direction set as "Reflective". This reflective filter acts as a template that the UE can use to create the uplink filter:
-	Only one filter per QFI can be installed as a reflective filter. This is to prevent any ambiguity in picking the filter needed to construct the uplink filter;
-	The presence of a reflective filter supersedes the construction rules specified in section 6.2.5.1.4.2 of TS 24.501 [10];
-	Packet filter components apart from the Generic filter component can be included in reflective filter. When included, the value indicated in these components are ignored;
· [bookmark: _GoBack]When the filter is marked as a reflective filter, the "value" field in the packet filter component of the Generic filter is omitted.
6.18.2.3	Field position based Packet Filters
The Field position based Packet Filters is used in the QoS rules or SDF template for Unstructured PDU Session to identify a QoS Flow. The Field position based Packet Filter may contain one or more fields position information and their matching value. The information to generate Field position based Packet Filters can be either provided by an AF or preconfigured in the network.
Figure 6.18.2.3-1 represents the format of an example of unstructured protocol over non-IP.

	Field 1
(Value: A1)
(Length: a bit)
	Field 2
(Value: A2)
(Length: x bit)
	Other field(s)
(Value: …)
(Length: y bit )
	Field 3
(Value: A3)
(Length: z bit)
	Other field(s)
(Value: …)
(Length: …)


Figure 6.18.2.3-1: Format of An Example Unstructured Protocol over non-IP
As shown in the figure below, Field Position 1, Field Position 2 and Field Position 3 respectively represent the header field that contain in the Example Unstructured Protocol over non-IP in Figure 6.18.2.3-1. The field positions are defined by two attribute, the offset and the length < O, L >. The offset is defined as the starting position in the packet, in number of bits, and the length field is defined as the number of bits in this field. In addition, a matching value for the referenced part of the unstructured PDU and an operation for the comparison of the set of bits is given. Fields that including in the Field Position based Packet Filters might be any field in the Unstructured Protocol.

	Field Position
	Field Position Offset
(bit)
	Field Position Length
(bit)
	Operation（=,>,<, or,and,xor),

	Matching Value Example

	Field Position 1
	0
	a
	=
	A1

	Field Position 2
	a
	x
	=
	A2

	Field Position 3
	a+x+y
	z
	=
	A3


Figure 6.18.2.3-2 Field Position based Packet Filters for An Example Unstructured Protocol
[bookmark: _Toc513028704]6.18.3	Support of EPC interworking
Editor's note:	This clause describes if and how EPC-5GC interworking is supported by this solution.
[bookmark: _Toc513028705]6.18.4	Procedures
The high-level procedure for sending UL unstructured PDU is described in Figure 6.18.4-1.
[image: ]
Figure 6.18.4-1: High level description of UL unstructured PDU delivery
1.	During PDU Session Establishment procedure, the SMF sends QoS Rules for Unstructured PDU Session to the UE. The QoS Rules contain Field Position based Packet Filter Sets.
2.	During PDU Session Establishment procedure, the SMF sends SDF Templates with Field Position based Packet Filter Sets and tunnel parameters for N6 interface. In case of IP/UDP tunnel, the SMF assigns IP address(es) and UPD port number for QoS Flow(s).
3.	When the UE wants to send UL PDUs, the UE evaluates UL packets against the Field Position based Packet Filter in the QoS rules for Unstructured PDU Session based on the precedence value of QoS rules in increasing order until a matching QoS rule (i.e. whose packet filter matches the UL packet) is found. The UE uses the QFI in the corresponding matching QoS rule to bind the UL packet to a QoS Flow.
4.	The UE sends UL unstructured PDU to the (R)AN using the assigned DRB. The QFI is attached to the UL PDU.
5.	The (R)AN receives the UL PDU. The (R)AN encapsulates the UL PDU with N3 tunnel header.
6.	The (R)AN sends to the N3-encapsulated PDU to the UPF.
7.	UPF verifies whether QFIs in the UL PDUs are aligned with the QoS Rules for Unstructured PDU Session provided to the UE. The UPF removes the N3 tunnel header and encapsulate UL unstructured PDU with N6 Tunnel Header.
8.	The UPF sends UL PDU in the N6 tunnel.
The high-level procedure for sending DL unstructured PDU is described in Figure 6.18.4-2.
[image: ]
Figure 6.18.4-2: High level description of DL unstructured PDU delivery
1.	During PDU Session Establishment procedure, the SMF sends QoS Rules for Unstructured PDU Session to the UE. The QoS Rules contain Field Position based Packet Filter Sets.
2.	During PDU Session Establishment procedure, the SMF sends SDF Templates with Field Position based Packet Filter Sets and tunnel parameters for N6 interface. In case of IP/UDP tunnel, the SMF assigns IP address(es) and UPD port number for QoS Flow(s).
3.	DN sends DL PDUs carried in N6 Tunnel. The QoS requirements may be embedded in the fields of unstructured PDU and the N6 tunnel parameters.
4.	The UPF Classifies DL Unstructured PDU according to SDF templates with Filed Position based Packet Filter and N6 tunnel parameters for Unstructured PDU Session.
5.	The UPF sends DL Unstructured PDU with QFI to RAN.
6.	The (R)AN binds QoS Flows to AN resources.
7.	The (R)AN sends DL Unstructured PDU to UE.
[bookmark: _Toc513028706]6.18.5	Impacts on existing entities and interfaces
In the UE:
-	In UL, for unstructured PDU Session, the UE determines and bind the UL packet to a matching QoS rule based on the Field Position based Packet Filter in the QoS rules.
In the UPF:
-	In DL, for unstructured PDU Session, the UPF classifies the incoming data packets based on SDF templates with Field Position based Packet Filters.
[bookmark: _Toc513028707]6.18.6	Evaluation
Editor's note:	This clause provides an evaluation of the solution.
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